[2015- NL1084

2015 12-16



1. € WED 11 D e 1
2. Web Dl oottt ettt ettt eem ettt 2.

3.3.2. WEDKIE o 11
3.3.3. L e, 12
3.3, ettt 12
4 - 03 N s 12
B T B et reeee ettt ettt rnne e 12
B ettt ne ettt ettt ranaens 13



L €
n
HWw ™ 3
Ao
1 3
b
o

© 2015:

T - Dp n He b F H
f v’ A €
A A
Dp © H i 3 F i
5 28 n 12 n 3F )

yi QQ °3 H 1

WExaT: BEME [E60EEER)
T T B REDNSK Si{E=FE
dns1zjgsueducn DNSIRE BREMETY, SHEEME . <> DG 9.8 4-rpz2+l005.12-P1 <<>> NS zjgsu edu.cn :; global op
e QUERY, status: NOERROR, id- 56174 :; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0. ADDITIONAL: 0 ;; QUESTIOM

ON: zjgsueducn 5
{252 EEA: 2015-05-14 {EE: Mystery

263 BEFEF S EM+XSSTE=H S (T EE FHF Cookie. E P )

IBENEIGEE 2631k dk i SEMET WS HEMIRN: http//ss 263 net/SelfService/registeruserRegister action ThS1: B—= hS2
FRESWESER, 1BEISERAK. SNEFA, ENBEFAEERER: 2HHEHEFH http/fecs 263 net/getContactGrouplr
447352 SHCONTACTS_GROUP_IDEI# B 5pk ...

288 20150513 feg: B &2

onf

FEEGEHENNE e EART SR EE(EREEERE £ 5)

F A http:/iwooyun.org/bugs/iwooyun-2010-01137081X T REAEMATHESH RAMED, ER2EH PR Bt —1FRER
sis EFATIESD S5 MBEENESEHENE GESHIESNRA A EN0S BiEEE EH Bt /eip laiyifen com/i-- R4 B5
NARAASTREER MERE 2 fIgEE HI=e e

2 EE: 20150513 {E&: NLAEE

HERHENRRE AT

(il 2#E L ERApp/TERE A REIFE)

3k H ~ FE ) Ju )

>

A
s WEB n D3 W h D Az
WEB sQL -~ - [ Web F
p 6 p - T - 9
L~ g [ A



EHilEsE (70)

ZEE BEER HESE L=}
2015-06-02 HEEEFEREY SHFENEFERRREENE 1/4 procen...
2015-06-04 Ping++EMERARAFEeFTEE=2RESE (FRIESESEEE2E) 0/1 BAR
2015-06-04 BEEFESITESRERBASHERSSITEE(EEER) 3/7 BAR
2015-06-04 EREBESHAFEFEUREERS CHEA826. 3G, 4GAAFEFBEES . 3008 5ERAFBETEEE ) 6/11  IENEL.
2015-06-04 ERE-EEEZFRTFEETRREERESR FISAEEUIIER) 0/7 BAR
2015-06-04 F<VSSEFIFVIFTAETHRETNLE SR HRRE 0/1 BAS
S (1340)

£xAs  BEER o2 TES =
2015-06-04 SEEEELSQUINEEUIEEFTAESIFEE 1/4 blacke...
2015-06-04 EESLSEFEHTIP Headerf SQUENEE 10/22  EFEl...
2015-06-04 RAEEESZGTHESIISSERATERES 0/6 Mr.lea
2015-06-04 HERMFAESESUEFEESQLES 0/3 fm317
2015-06-01 SREETHESIERFER 1/6 BAR
2015-06-04 FIAMELESQUEANEEFIEE) 0/0 IR
BHAH (27923)

ExAs  RBEER Fe/EE BB
2015-04-16 ZEF FEERFERLSQUENER ( #RESERS/RH/SHE/EEEEE ) o0/o o=
2015-04-19 FFREEEELHIEEE 0/o =3
2015-04-19 —SEEINEEEEEEERE 0/4 Vern
2015-03-03 WIFIPgERaEnmgElExme (A nEZIEFAPETER) & o0 46/136 BAR
2015-03-06 Disucz X3.2 E4-RETRIXSSER ( BIEESH) ¢ 3/33 BAR
2015-04-18 91EiRsynclRedisFHILHEE 0/8 AR
BT (6571) 1

271 T r g€
\E »n = . b ? ~ p \4
a

v [ HTTP Dy §F 6 Web

ao

<
*l
>

© 2015: E



WebfR% &

j
j SRR
31 [ Web ce
3. m
31. 1 g
N h ©
T n v T o6 Y WEB Wh”
a SSLw WEB B
Ay W P B A
; ~
B © "  SQL "~ axSS acCSRF ~ap N
) a a a i pa iy Al
a ! ~ H "~ Web a
a a F £a F 0 a ICP
' & Alexa aWhoisH alPi B~ o w
v ?47 n - A Y1
~ html pdf T -
n ' w A
© 2015: E



ao

2, T, admin [2E | SRR | B
ZERO SHIELD

A =E i.a. R

AL : http:/fwww.tujia.com/ FH&RTE : 2015-12-12 21:00:15
6 FI35IR | BEN-ERRREAS EETAE FE #2EERT ¢ 08 /N8 00 43 09 £

WlagiSsy @ 10 = e e
LAHES @ [Ean] s P . [HTMUERE] [POFEE]
[ =
KUEARE Riskview
0 == ASPNE.. (1) EuERR (36) HTTP H.. (1737)
[T RAFAEEER.. (29) EIREFECS.. (3) FIFIHEHHES...
0 #r Cookie... (1) Cookie... (1) (295)

{SE4EH Social module

BRSSEEIP : 211.151.0.58 BRSSERMBEL | imrh it e R alexafSSHEEE 1 68026
[CPEES : FICPE 1104335781 GOOGLEPRE: 6

PSR FHES v
FagRl : 1M iFEEE v
FIREE 57 M HIEE v

web¥hss Weblnfo module

= _www. tujia.com
# | www tujia.com:80

=57

® @ =& ASP.NETIS SR (1)

@ TE B AR 36)

® @ MEE HTTP HOSTELERTY R (1737)
2@ 5 AFAEHS 2030 20)
@S oREFTECSRFIEE 3)

P EE ARithHE S 205

5@ 12T Cookiel2 & H HttpOnly (1)
5@ 2T cookield g H secureEtt (1)

SQLiF AR
= BENE

PHP zend_strtod B I E{E HEHIERE
m Apache HT TP Server{EiafiR=iRiE
= PHP&E T Al PR AR
= PHP imageRotate() FRHIRIE ATEE B HERE
= PHP 'stream.c'1& Tt =T HiRiE
» PHP fopen_wrappers.c3{HH PRI el F0U5 [alfE &l iR
® PHP utf8_decode® &3 AMHERIE

EithiRmiE
4.
ro F L € F L
K FA

illi = =EEA

ZEE

SRS RER



—a s —

N . N L. ESES

¥

Web Ul

© 2015:



W o [ Ne T " Ne i

155 2 - A HE I

%ﬁ%ﬁ%' SQLIEA 5 Uk A
R 5 1] - BURER

© 2015 E



¢ WEB

- d

Y

o - 1 7 KF~ B 20 A
IEEE. admin | 2 | 2R | RE
ZERO SHIELD
A =IE | gy EUS0 gl SRl ==ze @ Eeo
O piaiHHe: 2001 2250 2.103 0% 99 07
100% =
i sHE: 2510 . o el LEC
’ W 80%
1,500
BusangE: b 5 125 ' 3 on
g 1"000 928 B 50%
S BMBAD: 151204 x 750 752 gg2 B a0%
# soo g oo
. ¥ . o, 20%
9 < AGETAIRAIE: 5.06% = m N B B 3.152.781 85
O ssiziaia: LE21E 05200 ¢ o
- CniAEsS
it 1E5EH AR RIRE BUEM MRS gawa B
fEIF s admin | 2IET | E2EE B
ZERO SHIELD
A=A | gy el | gl e =EEs @ =
B30 http: /A test.com
SR
& eniEmss | HEE
8 e A A e S R R B
9 6 A e 0 201510 ZE ED DO T g
O bt s ccome o ene s H7 QMO s
O EhEp /) 27 2Ly htpye s Lo 7 S G5 @00 '
o A htty! woc ooy Favfvav.gn oo 201250_1D_ HH (11 X0 1]) [ﬁm“][f@]i‘ﬁl [&]gmfﬂﬂ'ﬁ]
O G http g ova s van/ tpin .y v/ 20125610 [ﬁiﬂlll[ﬁz]& [&]ﬁ[ﬂwﬂﬁl
o € http: ¢l 2. . el hip L6170 * thatop... 20115;0 [0 L 6] 0] [ﬁiﬂll][ﬁg]ak [iﬁéﬂ][ﬂﬂﬂﬂﬁ]
O @httsffsti- v ¢ owne. hPro.a WGttt 2015;0 el SfMme [ﬁﬂ'l][ﬁz]ajI [iﬁgﬂ[ﬂﬂqﬁﬁ?]
o S htpffrowc on httpsffr .~ w 7. et 20115;0' EF 10 XaT o] [ﬁﬂ'l][ﬁz]aﬁI [iﬁﬂ[ﬂﬂqﬂﬁ]
Ot ar ey R/ N AR TR 201159'10' EE 000 [ﬁiﬂll]“rz]aj;‘r [ﬁ]ﬁ[ﬂm%]
O Mehtpy we o om R e e 2L ZE OO i s
6.
© 2015 B



YT NP - L K F - - A
KF o T K F Ty
F v - b A
L5 = - t A
Webkit (chrome/safari/Opera) Web2.0
n " A
IF F (  host
sQL ~ SQL ~ A
XSS A
A
(T H H " EmailH - h a
M B “H “ vyl FH A
’ A
€ ® Ty i @ Y F3 e
. o~ . S -t
. Bk A
YR H L~ A
® y'Y KFa a y Ne A
onA Llp *  BH i A
D “ 1)
-

©2015':



FERF . admin | 2E H2PRES 1B
ZERO SHIELD

E=N: -V TS Y = sBEs @ Eweo

b

L E AT E:2015-12-16 18:45:15
S5 https:/, -
MR 15
[pdfT 8t | [ntml T 5£]
4B mB  BErE azueE

a | B |

PINGEEM(FBH)

A
g

HirEE: 100.00 %

+ * + + + + + +* +* +* + * + + + + +
01:00 03:00 0500 07:00 0g:00 11:00 13:00 15:00 17:00

5}

HTTPEEN]

AmE
g

e T T

01:00 03:00 0500 07:00 05:00 11:00 13:00 15.00 17:00
H

GETiE R =R

A
g

©2015: £



A EEFREGEFARE

EI%:3H(2015-12-16 18:45:15)

Pina(F M) 0% 0% 0% 0% 0% 0% 0%
HTTP 15.28% 14.03% 12.15% 12.43% 14.72% 14.1% 31.67%
GET 15.28% 14.03% 12.15% 12.43% 14.72% 14.1% 31.67%

B%:3H(201512-16 18:45:15)

©2015':

Ping(£5M) 0% 0% 0% 0% 0% 0% 0%
HTTP 14.24% 13.68% 15.07% 16.04% 32.01% 34.44% 22.00%
GET 14.31% 13.61% 15.07% 16.04% 32.01% 34.44% 22.99%
Ping(£5M) 0% 0% 0% 0% 0% 0% 0%
HTTP 16.30% 16.81% 15.28% 14.03% 12.15% 12.43% 14.72%
GET 16.39% 16.81% 15.28% 14.03% 12.15% 12.43% 14.72%
Ping(:£5M) 0% 0% /A /A /A /A N/A
HTTP 14.1% 31.67% NJA N/A /A /A N/A
GET 14.1% 31.67% N/A /A /A /A NJA
Ping(£5M) NJA /A NJA NJA /A N/A NJA
HTTP NJA MJA NJA NJA MJA H/A NJA
GET /A /A N/A /A /A /A NJA
Pina(=EF) /A /A NjA
HTTP NJA MJA NJA
GET N/A /A N/A
8. 0













